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V. FIGURES AND TABLES

Figure 1. Hacker and Organizational Culpability in Reported Incidents of
Compromised Records, 1980-2006
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Table 1: Reported Incidents and Volume of Compromised Records by Sector, 1980-2006

1980-1989 1990-1999 2000-2006 Total

Records Incidents Records Incidents Records Incidents Records Incidents

N % N % N % N % N % N % N % N %
Commercial 90,000,002 9% 3 43 | 53,369,339 100 16 73 1,708,156,069 96 190 36 1,851,525,740 96 209 38
Educational 0 0 O 0 0 0 0 0 8,121,234 0 166 32 8,121,234 0 166 30
Government 0 0 1 14 20 0 1 5 63,543,351 4 107 21 63,543,392 3 109 20
Medical 0 0 O 0 3,010 0 2 9 4,640,097 0 51 10 4,643,118 0 53 10
Military 4,190,000 4 3 43 461 0 3 14 90,601 0 7 1 4,281,129 0 13 2
Total 94,190,002 100 7 100 | 53,372,830 100 22 100 1,784,551,352 100 521 100 1,932,114,613 100 550 100

Note: A zero value in sectors with no incidents indicates that no records were compromised. A zero value in sectors with incidents
indicates that the volume of compromised records was not reported.
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Table 2: Reported Incidents and Volume of Compromised Records by Type of Breach, 1980-2006

1980-1989 1990-1999 2000-2006 Total

Records Incidents Records Incidents Records Incidents Records Incidents

N % N % N % N % N % N % N % N %
Administrative Error 0 0 O 0 0 0 O 0 33,281,120 2 18 3 33,281,120 2 18 3
Exposed Online 0 0 O 0 3,030 0 3 14 4,605,967 0 81 16 4,609,014 0 84 15
Insider Abuse or Theft 0 0 1 14 20 0 1 5 6,844,162 0 24 5 6,844,203 0 26 5
Missing or Stolen Hardware 0 0 0 0 20,000 0 1 5 44,397,886 2 198 38 44,417,892 2 199 36
Stolen — Hacked 90,000,002 96 3 43 33,430 0 10 451,659,391,166 93 159 31| 1,749,424795 91 172 31
Unspecified Breach 4,190,000 4 3 4353316350 100 7 32 36,031,051 2 4 8 93,537,590 5 51 9
Total 94,190,002 100 7 100 | 53,372,830 100 22 100 | 1,784,551,352 100 521 100 | 1,932,114,613 100 550 100

Note: A zero value in a type of breach with no incidents indicates that no records were compromised. A zero value in sectors with

incidents indicates that the volume of compromised records was not reported.
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